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Introduction

Despite a certain level of cloud ‘fatigue’ in the market (mainly due the hype that surrounds the
topic), it is becoming clearer that this phenomenon is going to be around for the foreseeable
future — and CIOs are being asked to develop a cloud strategy for their organizations to drive
business agility. However, it is clear that one size does not fit all and various delivery models are
emerging. Essentially, there are three camps, and these are essentially aligned to market
segments as outlined below:

Small and Medium-sized Businesses (SMB):  IT executives in this market segment are
mainly focused on the public cloud due to resource and capital constraints. And although the
public cloud had garnered most of the media attention, there are also significant concerns
around security, availability and regulatory implications that go with this multi-tenanted model.
Initial workloads being adopted would be primarily CRM, collaboration, email, as well as
test/dev infrastructure, but this segment is also looking to adopt more mission critical
applications (e.g. Financial & HR). There is little or no virtualization penetration within existing
IT infrastructure and no automation, standardization or self-service capabilities in place.

Mid-market: IT directors/ClOs in this segment have concerns with the security, data
governance/residency and potential local regulations associated with the public cloud. As a
result, they are more likely to adopt what is termed the virtual private cloud (where services
are delivered over a virtual private network, and a private instance of the service is based on
a common virtual infrastructure model with integrated SLAS). These organizations will also be
looking at traditional hosting models (hosted infrastructure or applications) as well as on-
premise cloud appliances based on a standardized and preconfigured hardware/software
stack. There is a higher level of virtualization penetration with certain IT processes automated
and standardized, but the IT department is unlikely to be able to deliver self-service
capabilities to users. Basic chargeback models are used where the cost of IT is allocated to
business units using a 'corporate tax'-like approach.

Large Enterprises: ClOs in these organizations have similar concerns to the previous
segment, but are also unlikely to adopt the virtual private cloud model, and will either build
their own private clouds or outsource their infrastructure to an external service provider and
the vendor to build it for them. Appliances as outlined above are being implemented to drive
down cost, improve performance — particularly for specialized applications such as business
analytics. Virtualization is much more pervasive in these organizations (even SAP-based
mission critical applications in certain situations), standard IT processes around areas such
as incident management, escalation and change management exist, and most of these are
automated. Mature organizations are also delivering usage-based services to business units
with a sophisticated chargeback model in place, and examples of self-service capabilities
using a 'service catalog' with clear service definitions, SLAs and cost profiles are relatively
commonplace.
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Key Messages for the CIO:

Focus initial attention on the ‘building blocks' of the cloud. Most organizations are
undertaking server virtualization projects. Automation and self-service are still viewed as
'nice-to-have', but not a necessity even though the benefits are clear. Service management
frameworks (e.g. ITIL) need to be discussed but projects need to be 'bite-sized', such as in
the areas of service design and operations.

Keep cloud discussions ‘business-focused’ . Avoid the hype and define your approach
based on ‘workloads’ — this should underpin your cloud strategy. IDC expects that a
workload-based strategy will determine what fits where across this dynamic cloud spectrum
with basic workloads such as email, collaboration, CRM as well as test/dev, file and print
infrastructure likely to run in public cloud environment while more mission-critical applications
(such as core banking, billing systems or applications with regulatory sensitive data) moving
into a private cloud environment. In addition, the orchestration of these services across the
various models will be the key focus for ClOs as they test out their options in 2011. Crucially,
the ability to off-load peak workloads into someone else's cloud will be an obvious need for
any private cloud. So, the future of private cloud should not be seen as too "private". While
most enterprises in the region may prefer a private approach to most of their core systems,
the private cloud will need the ability to cooperate with other types of clouds in the future.

Q. Which applications will you run in the Cloud in 3 years?
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Navigating the security challenge.  IDC's annual Asia/Pacific cloud survey in 2010 showed
that security is clearly the primary inhibitor to cloud adoption. In this respect, ClIOs again need
to address this head-on with its 'workload-centric' approach and realize that security needs to
be built into the underlying architecture of any cloud project. In some cases, services
engagements will be required with vendors in areas such as vulnerability assessments, data
encryption and isolation and audit across the various delivery models highlighted earlier.

Assess ‘Smart Pricing’ to deliver business services . This model fits well into the CFQO's
financial metrics in the post-crisis world. CFO capital planning scenarios will continue to
assume higher ROI thresholds through 2012.

‘Crystal Computing’ that will help ClOs to charge into the front-office is a major ‘change
management’ issue because of the increased visibility/transparency that it creates to the
LoB. However, it is a key milestone on the journey towards moving IT to a ‘front-office’
function. In addition to bringing a higher visibility towards an overall IT usage, catalog-
based IT also enables the monitoring of ICT usage from each business unit. This would
not only allow a better planning for IT procurement, but also builds a foundation to enable
crystal computing (a next-generation chargeback model), a natural progression from
cloud computing. IDC believes that as the evolution of private cloud advances,
enterprises will enable not only the sharing of ICT resources, but also the distribution of
ICT spending among business units. The clear distribution of ICT resources and
spending between business units develops the vision of crystal computing, all in line with
the rise of smart pricing and business outcome-based SLA engagements.
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Conclusion

Despite the potentially polarizing effect that the 'cloud’ as an ICT game changer is having on the
market (mainly due to the amount of hype associated with it), most ClOs are accepting the fact
that it is a phenomenon that they are going to have to deal with sooner or later. For the first
movers in the area of cloud, organizations implementing cloud technologies are seeing the
following key benefits from establishing a cloud strategy (whether they call it that or not):

Establishing a new consumption model for ICT resour ces. In terms of changing the cost
economics of IT, with a particular focus on automating service delivery, implementing
standardization and deploying new capabilities, particularly in the context of leveraging
virtualization technologies.

Creating a platform for business transformation. This is particularly important for
organizations looking to create new business models, enabling enterprise agility, supporting
collaboration and drive the reengineering of the business process.

A 'checkpoint' to reassess workloads. This entails a broad-based evaluation of the
mission-criticality, data governance and SLAs relating to these workloads (as well as the cost
profiles associated with delivering the services to business units) across their IT environment.
This is important in terms of determining where they should run across the cloud spectrum
i.e., delivery from the public, hosted, outsourced or private on-premise cloud or as in the case
of some legacy custom-built applications, in the traditional IT model, which may well be the
case in some circumstances.

Depending on the market segment (SMB, mid-market or large enterprise) of the IT department,
various delivery models will be utilized, and as mentioned previously, service management is
critical to any cloud strategy. Vendors with a heritage in 'service management' backed up by a
strong services DNA (particularly in the outsourcing/managed services and infrastructure
consulting space) have been able to drive discussions more effectively with CIOs as they move
from running more than just basic workloads as part of their cloud roadmap.
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